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Executive Snapshot

ScarCruft (APT37), a North Korean state-sponsored threat actor, is actively targeting enterprise environments through
a spear-phishing campaign that impersonates Microsoft Account security alerts to deliver NarwhalRAT, a newly
identified Python-based remote access trojan. The lure exploits the inherent trust employees place in Microsoft
security notifications by fabricating an OTP abuse scenario that pressures recipients into opening a malicious ZIP
attachment, which ultimately deploys a fileless, in-memory payload capable of keystroke logging, screenshot capture,
audio recording, USB harvesting, and dynamic C2 communication through both compromised Korean websites and the
legitimate pCloud storage API. The malware establishes persistence via a scheduled task with a Microsoft-branded
name designed to evade detection and marks a significant evolution in APT37 tooling away from the group's historically
exclusive use of ROKRAT. Given that any Microsoft 365 enterprise environment is a plausible target and the attack
requires no technical vulnerability beyond user interaction, the risk to corporate infrastructure, sensitive data, and
intellectual property is immediate and material.

e Update email security gateway rules to inspect, quarantine, or block ZIP and LNK file attachments delivered
within messages bearing Microsoft security or account alert branding, and implement user awareness
training specifically addressing fake security notification lures.

e Audit Windows Task Scheduler across the enterprise for tasks using long Microsoft-branded naming
conventions that do not correspond to known, approved software, treating any unrecognized entries as high-
priority investigative leads and cross-referencing against published NarwhalRAT indicators of compromise.

e Extend network egress monitoring to perform application-layer inspection of cloud storage API traffic,
specifically flagging anomalous or unauthorized outbound connections to pCloud and similar services, and
establish usage baselines to detect deviations consistent with covert C2 communication or data exfiltration
activity.
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TIDE Team Analysis

The North Korean state-sponsored threat actor ScarCruft (APT37) has deployed a previously undocumented Python-
based remote access trojan, designated NarwhalRAT, through a spear-phishing campaign that impersonates
Microsoft Account security notifications. The campaign represents a deliberate exploitation of enterprise users' trust
in Microsoft's identity and security infrastructure, specifically targeting the reflex to act quickly when receiving what
appears to be a legitimate account compromise alert. For organizations that have standardized on Microsoft 365 and
rely on Microsoft's security notification framework as a trusted communication channel, this campaign presents a
direct and highly credible social engineering vector.

The phishing lure fabricates an alert about abnormal OTP generation activity, framing it as an ongoing phishing
attempt against the target's Microsoft account by a third party, and urges immediate password remediation. This
social engineering vector is operationally sophisticated: rather than simply asking the user to click a link, the
adversary manufactures an emotional state of urgency by impersonating a security warning that would, under normal
circumstances, be welcomed as a protective signal. The use of a fabricated OTP abuse scenario is particularly
effective in environments where multi-factor authentication is widely deployed, as it weaponizes the very controls
organizations have implemented to improve their security posture.

The email attachment, presented as an advisory document, is in fact a ZIP archive containing a malicious LNK file.
Once the LNK file is executed, it initiates a multi-stage infection chain driven by intermediary batch scripts that
download NarwhalRAT, retrieve the legitimate Python executable from the official Python website, and obtain a
Windows security catalog (CAT) file. Persistence is established through a scheduled task configured to launch the
CAT file, which fetches and runs the main payload entirely in memory, leaving no artifacts on disk. This fileless
execution strategy is a deliberate countermeasure designed to defeat endpoint detection tools that rely on file-based
scanning and traditional signature matching, substantially increasing the dwell time available to the attacker on a
compromised enterprise host.

NarwhalRAT's capability set is broadly scoped for sustained enterprise espionage: it logs keystrokes, captures high-
resolution screenshots, records ambient audio, uploads directory contents, collects active window details, harvests
data from connected USB media, and executes commands issued by a command-and-control server with the ability
to dynamically switch C2 infrastructure. The breadth of these collection capabilities indicates a threat actor
interested in persistent, wide-spectrum intelligence gathering rather than narrow opportunistic theft. In an enterprise
context, a single compromised endpoint with access to shared drives, email, and internal communications could yield
extraordinary volumes of sensitive data before detection occurs.

The malware uses Korean-language websites as primary C2 relays while also implementing a secondary C2 channel
through the pCloud cloud storage API, functioning as a dead drop resolver by processing specific folder ID and
authentication parameters embedded in the malware's code. The abuse of a legitimate, widely used cloud storage
service as a covert communication channel is a deliberate evasion technique. Outbound traffic to pCloud will typically
pass through enterprise proxies and firewall rules without triggering alerts, and network monitoring tools that do not
perform deep inspection of cloud storage API traffic will not detect the exfiltration pathway. This places additional
burden on security operations teams to baseline and monitor cloud storage egress at the application layer.

The scheduled task created for persistence follows a naming convention designed to blend into the Windows task
scheduler environment, specifically using the name "MicrosoftUserInterfacePicturesUpdateTackMachine." This
pattern mirrors legitimate Microsoft-formatted task names and will evade cursory review by administrators and
automated tools scanning for obviously malicious scheduled task entries. A parallel ScarCruft infection chain
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observed by researchers used the name "MicrosoftMusicLibrariesPackageTaskMachine," confirming that this naming
convention is a consistent operational pattern rather than an isolated artifact. Security teams conducting threat hunts
or incident response should treat any scheduled task bearing a long, Microsoft-branded name that does not
correspond to a known product function as a high-priority investigative lead.

NarwhalRAT represents a deliberate departure from RokRAT, the malware family exclusively attributed to APT37 for
years, signaling an evolution in the group's tooling strategy. The shift to a Python-based implant with a modular,
multi-stage loader and in-memory execution structure suggests that ScarCruft is actively investing in developing
tradecraft that circumvents defenses tuned specifically to detect RokRAT indicators. For enterprise defenders, the
change means that existing detection rules, YARA signatures, and threat intelligence feeds keyed to prior APT37
tooling will not catch NarwhalRAT deployments without deliberate updates to detection logic.

The threat posed by this campaign to enterprise infrastructure is high. Any organization whose workforce uses
Microsoft 365 is a plausible target, and the lure requires no vulnerability to exploit beyond the willingness of an
employee to open an attachment they believe is a legitimate security advisory. Security awareness training should be
refreshed to specifically address the pattern of trusted platform impersonation, ensuring that employees understand
that legitimate Microsoft security notifications will never instruct them to open a ZIP attachment or execute afile. IT
and security administrators should audit Windows Task Scheduler across all managed endpoints for scheduled tasks
bearing long Microsoft-branded names that do not correspond to known, approved software, and any unrecognized
entries should be treated as high-priority investigative leads. Organizations should also review their email security
gateway configurations to ensure that ZIP and LNK file attachments arriving in messages with Microsoft security alert
branding are flagged for additional scrutiny or quarantined pending review. Finally, internal policy governing the use
of cloud storage services such as pCloud should be reviewed and, where those services are not sanctioned for
business use, access should be restricted at the network layer to eliminate a covert exfiltration pathway that blends
easily into normal outbound traffic.

Why It Matters

North Korea's cyber apparatus has refined social engineering as a primary intrusion vector over more than a decade
of sustained offensive operations against government, financial, defense, and technology sector targets. ScarCruft
specifically has a well-documented history of deploying spear-phishing campaigns that exploit trust relationships
with legitimate platforms, including prior campaigns using event invitation lures, ticket confirmation emails, and
document-sharing notifications to trick targets into executing malicious attachments. Lazarus Group, operating under
the same state intelligence umbrella, has conducted some of the most consequential social engineering operations
on record, including the 2014 Sony Pictures breach, the 2016 Bangladesh Bank heist facilitated through fraudulent
SWIFT communications, and the ongoing Contagious Interview campaign that uses fabricated job offers to target
cryptocurrency developers and financial institutions. What unifies these operations across actor groups is a
consistent strategic discipline: DPRK operators invest heavily in pretext construction, impersonating trusted
institutional voices rather than relying on technical exploits, because human trust is a more reliable and durable
attack surface than any single software vulnerability.

What sets NarwhalRAT apart from prior APT37 tooling is the deliberate architectural sophistication baked into every
stage of its design. The decision to move away from RokRAT and build a new implant in Python is not merely a tooling
refresh; it reflects an intentional effort to invalidate the accumulated detection logic, threat intelligence, and forensic
signatures that the security community has built around years of APT37 activity. The multi-stage loader, in-memory
execution model, and dual C2 framework combining compromised legitimate websites with a cloud storage API dead
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drop resolver demonstrate an adversary that has studied enterprise defensive architectures and engineered
specifically around them. The malware's collection breadth, spanning keystrokes, screenshots, audio, USB media,
and active window telemetry, also indicates that ScarCruft is not targeting a single data type but is instead
positioning for long-term persistent access designed to yield intelligence across multiple collection priorities
simultaneously.

Looking ahead into Q3 2026, several factors suggest this campaign will intensify rather than abate. DPRK cyber
operations have historically accelerated during periods of heightened geopolitical tension or when the regime
requires hard currency and strategic intelligence to offset international sanctions pressure, conditions that remain
firmly in place. The investment represented by NarwhalRAT, both in its technical construction and the operational
infrastructure supporting it, strongly implies that ScarCruft intends to extract maximum return before defenders build
sufficient detection coverage. Organizations should anticipate that the Microsoft account alert lure will be iterated
upon, with the actor likely rotating to other trusted platform impersonations including Microsoft Defender
notifications, Azure security alerts, or identity provider warnings from Okta and similar vendors that carry equivalent
institutional credibility in enterprise environments.

Enterprise security teams should also expect ScarCruft to broaden its targeting scope beyond its traditional focus on
South Korean government and media entities. The adoption of pCloud as a C2 channel and the use of English-
language Microsoft impersonation lures signals an operational posture oriented toward Western enterprise targets,
consistent with the broader DPRK strategic objective of generating intelligence and revenue from high-value
organizations in financial services, defense contracting, and critical technology sectors. The evolution to NarwhalRAT
also suggests that additional new tooling may be in development or already in limited deployment, meaning the
indicators of compromise associated with this campaign should be treated as a floor rather than a ceiling when
assessing APT37 exposure. Proactive threat hunting, supply chain vigilance, and regular red team exercises
simulating social engineering scenarios remain the most effective countermeasures against a threat actor whose
primary weapon is institutional trust.
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How to Respond

Strictly adhere to cybersecurity fundamentals and ensure all personnel undergo annual phishing and social
engineering training. Speak with your UltraViolet Cyber TAM Representative to schedule a live phishing
engagement.

Enforce an organizational policy requiring employees to verify unexpected Microsoft security alerts by
navigating directly to account.microsoft.com rather than interacting with any attachment or link contained in
the email.

Perform annual tech refresh reviews to gain a holistic understanding of your infrastructure. Speak with your
UltraViolet Cyber TAM Representative to schedule a red team or purple team engagement to gain insight into
the vulnerabilities in your environment.

What UltraViolet Cyber is Doing

Tracking new CVEs and high impact vulnerabilities, analyzing and deploying public Proof-Of-Concept code
against custom built targets.

Proactively enabling custom detections based on the collected artifacts, tactics, techniques, and procedures
identified in this activity.

Performing hypothesis driven threat hunts based on threat actor behavior and artifacts. UVCyber customers
will be informed of the results through secure channels.

Parsing available victim dump data for any social, financial, business, or technical relations to UVCyber
Clients and partner organizations.

Aggregating threat intelligence from myriad sources and applying the most up-to-date knowledge to
proactive threat hunting and response.

About UltraViolet Cyber

UltraViolet Cyber is a leading tech-enabled managed security services provider, delivering unparalleled cybersecurity
expertise that fills technology and talent gaps across Global 2000 and Federal Government customers. Founded and
operated by security practitioners from the national intelligence community, UltraViolet Cyber connects offensive
security, application security, detection and response, and security engineering to deliver a differentiated approach
to cybersecurity operations. Transforming customers’ security programs, UltraViolet Cyber’s flagship security-as-a-
service solution, UV Lens, removes complex operational silos, replacing them with integrated security capabilities.
UltraViolet is headquartered in McLean, Virginia with technology centers across the world.

443.351.7630 / info@uvcyber.com | m UltraViolet Cyber | u @uv_cyber




	Executive Snapshot
	TIDE Team Analysis
	Why It Matters
	How to Respond
	What UltraViolet Cyber is Doing

